222

Ipurxapnamcvruil opuduiHUil icHUK

UDC 342.7
DOI https://doi.org/10.82782/pyuv.v6.2022.42

H.M. Hryb
orcid.org/0000-0002-8464-9821
Candidate of Legal Sciences, Associate Professor,

Associate Professor of the Department of International and European Law

Odesa Law Academy National University

INTERNATIONAL LEGAL PROTECTION OF CHILDREN'S RIGHTS ON THE INTERNET

Formulation of the problem. Improvement of
information technologies creates conditions for
effective development of modern society. At the
same time, the future of every nation and humanity
as a whole potentially depends on the growing
generation, therefore the issue of ensuring the
rights of children on the Internet is one of the most
urgent, which requires a lot of attention. To a large
extent, the interest in this topic is related to the
problem of children's safety in the virtual space,
since the Internet is not only a zone of development
for children, but also a zone of risk for their
mental, physical health and social well-being [1].
New information technologies and communication
technologies affect the observance of a large number
of children's rights, indicated in the Convention
on the Rights of the Child (UNCRC), the European
Convention on Human Rights and the European
Social Charter. According to the Recommendations
given by the UN Committee on the Rights of the
Child, all children should have the right to safe
access to ICT and digital media, the opportunity
to fully participate, express their opinion, seek
information and exercise all the rights indicated in
the UN CRC and optional protocols without being
discriminated against. The world of information
technologies provides unlimited opportunities for
learning and communication, and at the same time
creates truly alarming problems related to the
violation of children's rights in the information
environment. After all, a child, given its physical
and mental immaturity, needs special protection and
care, including proper legal protection, both before
and after birth [2]. The aim of the article. The aim
of the article is to study the features of the legal
protection of children's rights on the Internet.

Presentation of the main material. Therefore,
the priority task of every state is the maximum
promotion of the realization of children's rights on
the Internet, while not depriving young people of
free access to the World Wide Web [3]. According
to Art. 9 of the Law of Ukraine "On the Protection
of Childhood": "Every child has the right to freely
express his personal opinion, form his own views,
develop his own public activity, receive information
that corresponds to his age. This right includes
the freedom to seek, receive, use, disseminate and
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preserve information in oral, written or other form,
by means of works of art, literature, mass media,
communication (computer, telephone network and
the like) or other means of choosing a child. The child
is provided with access to information and materials
from various national and international sources,
especially those that contribute to healthy physical
and mental development, social, spiritual and moral
well-being [4].

Thus, to realize these opportunities, one of the
basic rights that a child needs is the right to access
the Internet. The Guide on Human Rights for
Internet Users and the Explanatory Memorandum
to it define the right to access the Internet as an
important means for the realization of human
rights and freedoms, as well as a means for its
participation in democratic processes [5]. This right
can be understood as broadly as possible: from the
use of any device by any person to exercise the right
of access to information technologies, assistance
by state authorities and local self-government in
the implementation of access to the Internet, to the
prohibition of discrimination on any grounds in the
exercise of this right and deprivation of the specified
right only by court decision.

Access to the Internet and computer literacy
are components of such child rights as the right to
freedom of expression and information, freedom of
thought, association, right to education, etc. The
right to access the Internet does not depend on the
purpose of its use: to the same extent that every
person has the right to learn and express political
beliefs using the Internet, he has the right to use
the Internet for entertainment, communication
and other purposes. And this means that the child
can receive harmful information, as well as be
exposed to other risks. According to the analysis of
Internet resources that work in this direction, the
following risks can be identified: computer viruses;
a program or part of a program designed to cause
undesirable effects on a computer or information
system; collection of personal data on the Internet;
porn sites, photos, videos, etc.; Phishing — Internet
scams involving deceiving users with fake web pages
or links; spam — unsolicited e-mail messages that are
usually sent for the purpose of direct marketing;
child pornography; extortion of money by fraud;
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hacking — the activity of a person who hacks an
organization's information network or system or
uses it without permission; conversations about sex,
"hooking” on children on the Internet; copyright
infringement; child trafficking, recruitment;
Internet addiction — an obsessive desire to connect
to the Internet and a painful inability to disconnect
from the Internet in time; harassment, intimidation
and abuse of children online [6]. Therefore, at
the same time, the implementation of the right to
access the Internet requires ensuring a number of
children's rights, such as: the right to privacy and
protection of personal data, the right to safe use
of the Internet, the right to respect the honor and
dignity of the child, the right to seek protection, etc.
The OSCE report on internet access as a
fundamental human right emphasizes that the
right to freedom of expression should be universal,
including the technology that makes it possible.
However, the need to take additional measures
to ensure the rights of vulnerable groups such as
children on the Internet is particularly emphasized
[7]. Therefore, the child's right to access the
Internet, together with the opportunities provided
by this right, is also characterized as the right to
special care and help for the child in the Internet
environment. In this regard, states and families
may take measures to limit or suspend the use of
the Internet in order to prevent the violation of
children's rights, but such measures should be
proportionate and not hinder the free dissemination
of information on the Internet. The right to freedom
of expression and information is very important for
a child who is at the stage of personality formation.
Freedom of expression and information is the ability
to express oneself freely on the Internet and to have
access to information, statements and views of
other persons (both political statements, religious
beliefs, views and statements that are perceived
favorably or considered inoffensive, as well as those
that may cause offense , shock or unbalance other
persons). Restrictions may be imposed on such
expressions, which contain calls for discrimination,
hatred or violence. Such restrictions must be lawful,
purposeful, and implemented under court control.
Thus, the European Court established that the
rights of minors or young people must be protected
in all circumstances, taking into account their
physical and mental vulnerability and especially
because they can easily gain access to information
freely posted on the Internet or become the object of
sexual harassment on the Internet . The impact of
information is increased when it can be found on the
Internet, or even when it is displayed on a medium in
a public place with a link to a website address on the
Internet. Anyone, including minors, will be able to
access the relevant site. These two elements should
increase the state's interest in taking measures to

limit the right to transfer information. However,
the restriction must be commensurate, in accordance
with the general principles of interpretation of
Article 10 of the European Convention for the
Protection of Rights and Fundamental Freedoms
(ECHR). The restriction will be even more justified
if it does not prevent the expression of opinions
through other means of information transmissionl.
In addition to the above, the exercise of the child's
rights to free expression of opinion and obtaining
information may be limited by law in the interests
of national security, territorial integrity or public
order in order to prevent disorder or crime, to protect
public health, protect the reputation or rights
of other people, prevent disclosure information
obtained confidentially, or ensuring the authority
and impartiality of justice [8].

The right to freedom of expression and
information is related to the child's right to
education, as the use of information technology
creates a unique opportunity for him not only to
obtain additional information, but also to test his
knowledge, skills and abilities. The World Wide
Web makes it possible to increase the number of
sources for finding educational material, to develop
the child’s skills and abilities in information-search
activities, and to objectively evaluate knowledge
and skills in a short period of time. Every child
should have access to educational, cultural,
scientific, educational resources for the purpose
of self-development and learning. The right to
education is enshrined in Article 2 of Protocol 1 to
the ECHR. Recommendation CM/Rec(2007)16 of
the Committee of Ministers to member states on
measures to increase the value of the Internet as a
socially important resource calls for the creation
and development of access to educational, cultural
and scientific content in digital form, providing
opportunities for self-expression of all cultures and
access to the Internet for all languages, including
languages of indigenous/minorities. Internet users
should be able to freely access publicly funded
scientific and cultural achievements on the Internet.
Access to digital materials in the public domain
should also be ensured within reasonable limits [9].
The right to private life and protection of personal
data of children needs research due to the fact that
young people actively spend their free time in social
networks, where this right is often violated. Private
life is a concept for which there is no comprehensive
definition. The European Court of Human Rights
emphasizes that Article 8 of the ECHR covers a wide
range of interests, including private and family
life, housing and correspondence, mail, telephone
conversations [10], activities of a professional or
entrepreneurial nature [11], etc.

The best way to ensure inviolability of private life
is anonymous access and anonymous use of services,
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anonymous means of making payments. Where
possible, it is necessary to find out the availability
of technical means of ensuring anonymity [12].
However, complete anonymity is not always possible
due to the legal restrictions of countries. In such
a case, if permitted by law, the child may use a
pseudonym, which will allow his or her personal data
to be known only to the Internet service provider.
Children should be taught that they should be wary
of sites that ask for more personal information than
is necessary to enter the site or that do not explain
why the information is needed.

Children's right to privacy on the Internet has
been the subject of consideration in a number of
cases at the European Court of Human Rights.
The physical and spiritual well-being of children is
one of the most important aspects of their right to
privacy. Despite the fact that the European Court,
in protecting the norms of morality, given the
relative nature of the concepts of morality in the
European legal sphere, gives states certain limits
of discretion [13], regarding the rights of minors, it
clarified that a person of young age is in a vulnerable
position position. This has different consequences
when it comes to the Internet. Member states have
positive obligations to ensure effective compliance
with this right. Thus, in one of the cases, when an
advertisement of a sexual nature was placed on a
dating site on behalf of the applicant, a 12-year-old
boy, without his knowledge, the court ruled that
an advertisement of a sexual nature on an Internet
dating site concerning a 12-year-old person carries
a physical and moral risks for the child, from which
it needs adequate protection. This requires states
to take measures designed to ensure privacy. The
possibility of obtaining compensation from a third
party, in this case the service provider, is not an
adequate remedy. What is needed is an affordable
remedy that can identify and prosecute the actual
perpetrator, in this case, the person who placed the
ad, and ensure that the victim receives financial
compensation from that person.

Although freedom of expression and privacy
of communications are of primary importance,
and users of Internet communication facilities
should have guarantees of privacy and respect
for their freedom of expression, such guarantees
are not absolute and must yield to other legal
requirements, such as as averting disorder or
crime, or protecting the rights and freedom of
other persons. The state also could not argue
that it had no opportunity to establish a system
to protect children from online pedophile
harassment, because the widespread problem of
sexual crimes against children and the dangers
of using the Internet for criminal purposes were
widely known at the time the incident occurred.
Thus, legislatively, the state had to establish

a framework for the reconciliation of these
competing interests. Since this did not happen at
the time of the crime, the court found the state in
the case to have violated the boy's right to respect
for his private life [14].

Regarding the provision of information about
theidentity of minorsinvolvedinasexualincident,
the court explained that the fact that the person
is a minor may limit the freedom of the press. In
the case of a non-prosecution offense committed
by a minor, the journalist's right to communicate
information about a serious crime, which is
normally granted to journalists in order to inform
the public about criminal proceedings, must
yield to the minor's right to effective protection
of his private life [15]. Repeated identification
in the press of the identity of a minor suspected
of committing a violent crime harms his moral
and psychological development and his private
life. This may justify a civil injunction against
a journalist in a defamation suit, even if the
personal information was already in the public
domain because it was on the Internet.

Thus, the court’s position boils down to the fact
that minors should be afforded special protection
against interference with their physical, mental or
moral well-being. Without appropriate protection,
it is impossible to ensure such important rights
of the child as the right to safe use of the Internet
and the right to respect for honor and dignity on
the Internet, the right to file complaints about
rights violations, their effective protection, etc.
Child abuse on the Internet — any form of physical,
psychological, sexual, economic or social violence
against a child on the Internet (for example, child
pornography, zoophilia with the participation
of children, harassment of a child for sexual
purposes, molestation, cyberbullying, suicide
promotion , cruelty to children [16]. The issue of
child pornography is particularly acute in this
aspect. Children are easily accessible, and child
pornography, in turn, is simple and inexpensive
to produce, and even more so in conditions where
there is a huge consumer demand for it market.
The distribution of child pornography is one of the
forms of computer crime, which requires not only
measures from the state, but also appropriate forms
of international cooperation in the investigation,
prosecution and punishment of persons who commit
such crimes.

According to the provisions of Art. 20 of the
Council of Europe Convention on the Protection
of Children from Sexual Exploitation and Sexual
Violence ratified on 20.06.2012, the term "child
pornography” means any material that visually
depicts a child involved in real or simulated
explicit sexual behavior, or any image of children
genitals, mostly for sexual purposes [17]. The
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increase in the vulnerability of children to sexual
exploitation is the result of an increase in the level
of poverty, social and gender inequality, the spread
of drug addiction and alcoholism, an increase in
the demand for sexual services for children, the
deterioration of the environmental condition, the
spread of HIV infection and AIDS, an increase
in the number of cases of certain forms of sexual
exploitation of children and adolescents , including
using the Internet and other latest technologies.
The position of the European Court on this issue
boils down to the fact that the state must establish
a legal framework that allows protecting various
interests. Upholding the overriding value of the
confidentiality requirement is unjustified if it
prevents an effective investigation in a case where
it was necessary to compel an Internet service
provider to disclose the person who posted a sexual
ad to a minor [18].

Conclusions. At the current stage of integration
into the world community, mechanisms for ensuring
and protecting the rights and interests of minors
on the Internet have not yet been developed in our
country. Ukraine's adoption of the Code on the
Protection of Children from Abuse on the Internet
is to some extent an attempt to control and ensure
the realization of certain rights of children on the
Internet and is aimed at combating Internet content
harmful to children. The main task of the Code is to
unite Internet service providers in the fight against
the distribution of child pornographic products
and materials promoting child abuse. A major role
in the implementation and protection of children’s
rights should be played by parents and teachers,
who should help children to use the opportunities
provided by the Internet beneficially and creatively.
Indeed, it must be recognized that the interactive
nature of the Internet provides many opportunities
for the development of media literacy, which forms
analytical skills and thinking in a child and gives
impetus to innovation and creativity. The right to
access the Internet and, as a result, the development
of information literacy is important for a child to
enable him to safely adapt to new technologies that
are constantly evolving, and more broadly, to shape
his personal worldview. However, all of the above
is not possible without protecting children's rights
on the Internet and ensuring adequate information
security, which is one of the indicators of a child’s
quality of life factor.
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Anoranig

I'pu6I'. M. Mi:xHapOTHO-IPABOBUI 3aXMCT IIPAB AiTel
B InTepneri. — CraTTa.

Y 1959 porti Ha 14-1 cecii I'enepanbra Acambes Opra-
mizamii 06'egmanux Hamiit mpuilmana geKJaapaiiio IIpo
ImpaBa JUTHHHU, IO MPHUCBAYEHA BUKJIOUYHO HEIIOBHOJIT-
mim. I14a nexapania nepegbauae HaliBayK MBIl TpaBuiIa,
mpuHIUIK. [[eK1apallis npaB IUTHHY He € 000B A3K0BOIO;
IIe PeKoOMeHaIliA 3a cBoeio cyTTio. OCHOBHA IepeBara Ifiel
JeKJaparii mojsArae B TOMY, IO BOHA BCTAHOBJIOE PiB-
HiCTb TIpaB ycix miTe#t 6e3 BUHATKY, 0e3 PO3pisHEHHA YU
JucKpuMiHamii Ha migcrasi pacu, KOJIbOPY, cTaTi, MOBH,
peJirii, moMiTHYHUX Ta iHMIKWX IepeKOHAaHb, HAIliIOHAIb-
HOTO YH COI[iaJIbHOTO IMOXOM:KEeHHSA, CTATyCy BJACHOCTI ,
HaPOIKEeHHS UM iHIIi 00CTaBHUHHU, III0 CTOCYIOTHCS JUTUHHI
Yy HOT0 POAUHU. ¥ HbOMY ITepepaxoBaHi mpaBa TUTUHH K
rpoMafsHuHA (Big iMeHi, rpoMajAHCTBA, 000B A3K0OBOI Ta
BiJIbHOI OCBiTH, IEePBUHHOI MeIMYHOI JOIOMOTH Ta 3aXH-
CTY, 0COOJIMBO IIPOTH BCiX ()OPM HEXTYBAHHS, dOPCTOKOCTI
Ta eKcIIIyararii); Ik HesaseHi, BUCBITIOTHCA MOJIO-
SKeHHS I0Z0 Horo mpasa Ha ocsity B cim'l. CycmiascTBo
Ta Jiep:KaBHi OpraHu MOBMHHI HECTU BiJIOBiZaIbHICTD 3a
0CO0JINBY IMKJIyBaHHA IPO HiTel, AKI He MAlOThL ciM 1 Ta
mireii, SKi He MalOTh HOCTATHIX 3aco0iB AJA iCHYBaHHA.
Bigmosizro mo cr. 1 Komsenmii mpo mpaBa guTuHuM —
ocoba Bm3HAHA AuTHHOWN y Bimi g0 18 pokis. Komusen-
Iig Ipo ImpaBa NUTHHY He JHUIIE MiAKPeCIoe IPiopuTeT
imTepeciB miTel 1on0 iHTepeciB cycmiabcTBa, ane i cie-
MiaJIbHO MiAKpPEecToe HeoOXigHicTh cmeriaabHol JepiKaB-
HOI JOIIOMOTH JAJIS COIiaJbHO M030aBJEHUX I'PYI AiTeli:
miTenr, aki samummuiancsa 6e3 0aTbKiBCHKOI JOIOMOTH,
JI0fell 3 00MEeKeHHMU MOMKJIUBOCTIMU, OLMKEHI[IMM Ta
IIPABOIOPYIIHUKAMU. €BPOIeichbKi HOPMHU Ta CTaHAAPTH
3aCHOBaHI Ha ifei HAWKpPAIOr0 3aXWCTy IIpPaB JUTHHU:
OT0 BUMI/KMBAHHS, 3MATHICTh PO3BUBATUCA HOPMAJBHO,
OyTHy 3aXUIMEHUMHU Ta MATU MOKJIUBICTE (3aKOHHO) OpaTu
yuacTh y cycuigberBi. KoHmenmia "HeIOBHOMITHBOL™
BU3HAUAETHCA IOPUAMYHO, 3aCHOBAHA Ha TCUX0(ismu-
HUX Ta COIiaJbHUX AKOCTAX AiTell meBHOI Hamii, KpaiHu
Ta gep:KaBu. B Ieil yac SK Hal[ioHaJbHe 3aKOHOJABCTBO
BCixX KpaiH, Tak i HOpMU JOTOBODiB, KOHBEHIIi i Ta 3BUYAiB
(opMasIbHO Ta IOPUAUYHO IIJKOM IIOBHICTIO (PiKCYIOTH
CYKYIIHICTb TPaB, CBOOO Ta 3aKOHHUX iHTEPeCiB HEIIOBHO-
gitaix. OfHaK HallioHAJbHA Ta MiKHApPOAHA MTPAKTUKA iX
BIIPOBA/)KeHHSA CIIOBHEHA IIOPYIIEeHb Pi3HOI TAMKKOCTI.
IcHytoui HallioHANBHI TA MisKHAPOAHI iIHCTUTYTH Ta iHCTH-
TYTHU 3aXUCTY TPaB JIOAWHY B IIiJIOMY, i, B0KpeMa, TUTHHA
3IaTHi 3aXUINATH JIOSUHY, OMHAK, HI3KA 00CTaBUH IIOJIi-
THYHOI, BiliCbKOBOI, eKOHOMiuHOI, eKoJoriuHoi, reoro-
JITHYHOI MPUPOAM UaCTO 3aBarkae IbOMY (BOHU He [03-
BOJIAIOTH PO3TOPTATH MPOIEAYPHU 3aXUCTY IPaB JIOANHI,
0C00JIMBO HETIOBHOJTITHIX).

Kanawuosi caosa: mpasa gutunm, [HTepHET, iHGOPMA-
IifiHi TeXHoJI0Tii, MisKHApO/HE IIPaBo.

Summary

Hryb H. M. International legal protection of
children's rights on the Internet. — Article.

In1959, at the 14th session, the United Nations General
Assembly adopted the Declaration of the Rights of the
Child, dedicated exclusively to minors. This Declaration
provides for the most important rules of principle. The
declaration of the rights of the child is not binding; it is
recommendatory in nature. The main advantage of this
declaration is that it establishes the equality of rights
of all children without exception, without distinction
or discrimination on the grounds of race, color, sex,
language, religion, political and other beliefs, national or
social origin, property status, birth or other circumstance
relating to the child or his family. It lists the rights of the
child as a citizen (in the name, citizenship, compulsory and
free education, primary care and protection, especially
against all forms of neglect, cruelty and exploitation);
as independent, the provisions regarding his right to
education in the family are highlighted. Society and
public authorities should have a responsibility to take
special care of children who do not have a family and
children who do not have sufficient means of livelihood. In
accordance with Art. 1 of the Convention on the Rights of
the Child — a person is recognized as a child under the age
of 18. The Convention on the Rights of the Child not only
emphasizes the priority of the interests of children over
the interests of society, but also specifically emphasizes
the need for special state care for socially deprived groups
of children: children left without parental care, people
with disabilities, refugees, and offenders.

European norms and standards are based on the idea
of the best safeguarding of the rights of the child: his
survival, the ability to develop normally, be protected and
have the opportunity (legal) to participate in society.

The concept of "minor” is defined legally, based on
the psychophysical and social qualities of the children of
a particular nation, country and state. At present, both
the national legislation of all countries and the norms of
treaties, conventions and customs formally and legally
quite fully record the totality of the rights, freedoms and
legitimate interests of minors. However, the national and
international practice of their implementation is full of
violations of varying severity.

Existing national and international institutions and
institutions for the protection of human rights in general,
and the child in particular, are capable of protecting a
person, however, a number of extra-legal circumstances
of a political, military, economic, environmental,
geopolitical nature often interfere with this (they do not
allow to deploy procedures for protecting human rights,
especially minors).

Key words: children'srights, the Internet, information
technologies, international law.



